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Intuit Inc. Transaction Processing 

IPpay LLC Transaction Processing 

Mercadotecnia Ideas Y Tecnologia Transaction Processing 

Merchant Partners Transaction Processing 

Moneris Solutions Transaction Processing 

National Merchants Association Transaction Processing 

NCR Payment Solutions, LLC Transaction Processing 

NMI Transaction Processing 

Nuvei Technologies Transaction Processing 

Pay360 by Capita Transaction Processing 

Payment World Transaction Processing 

Paymentech, LLC. (Subsidiary of Chase) Transaction Processing 

Paynamics Technologies, Inc. Transaction Processing 

PayPal, Inc. Transaction Processing 

Paysafe Transaction Processing 

Payvision B.V. Transaction Processing 

Plug & Pay Technologies, Inc. Transaction Processing 

Processing.com LLC. Transaction Processing 

Propay Inc. Transaction Processing 

RS2 Smart Processing Transaction Processing 

SIA Transact Pro Transaction Processing 

Skrill Limited Transaction Processing 

TSYS International Transaction Processing 

US Alliance Group, Inc. Transaction Processing 

Valitor UK ltd Transaction Processing 

Vantiv Transaction Processing 

Vesta Corporation Transaction Processing 

Wirecard Processing LLC Transaction Processing 

Worldpay, Inc. Transaction Processing 
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For any Not Applicable responses, identify 
which sub-requirements were not applicable 
and the reason.  

1.2.6 - Not Applicable 

Foregenix reviewed the approved network protocols and 
cross-referenced them with the configured network rules. They 
confirmed that only approved protocols were identified in the 
configured network rules. 

2.2.5 - Not Applicable. 

No insecure service or protocols are approved in the CDE. 
This was verified by reviewing the OMNI PPS. 

2.3.1 - Not Applicable.   

No wireless AP are used within the CDE. This was verified 
through review of the network diagrams and asset listings. 

2.3.2 - Not Applicable.   

No wireless AP are used within the CDE. This was verified 
through review of the network diagrams and asset listings. 

3.3.2 - Not Applicable 

Foregenix conducted a thorough examination of a sample of 
audit and transaction logs and the repositories where 
cardholder data is stored. Foregenix reported that no evidence 
of SAD stored prior or after the authorization. Per INT-1’s 
statement, SAD is only handled by application volatile 
memory. 

3.3.3 - Not Applicable 

OMNI is not an issuer. 

3.4.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

3.5.1.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

3.5.1.2 - Not Applicable 

Foregenix reviewed cardholder data flows and software 
inventory and found no disk-level or partition-level encryption 
to render PAN unreadable. 

3.5.1.3 - Not Applicable 

Foregenix reviewed cardholder data flows and software 
inventory and found no disk-level or partition-level encryption 
to render PAN unreadable. 

3.7.9 - Not Applicable 

OMNI do not share any encryption keys with clients. 

4.2.1.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

4.2.1.2 - Not applicable. 

Foregenix confirmed via interview of personnel and review of 
network diagrams that CHD is never transmitted over wireless 
networks. 

4.2.2 - Not Applicable 

Foregenix verified that CHD is never sent via end-user 
messaging. 

5.2.3 - Not Applicable  
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All in-scope systems are currently monitored by antimalware 
software. 

5.2.3.1 - Not Applicable  

All in-scope systems are currently monitored by antimalware 
software. 

5.3.2.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

5.3.3 - Not Applicable 

Foregenix verified that OMNI does use removable media for 
storage of CHD. 

5.4.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

6.3.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

6.4.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

6.4.3 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

6.5.2 - Not Applicable 

Foregenix conducted comparisons between last year’s system 
components inventory and the current one and noted no 
significant changes in the software versions. 

7.2.4 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

7.2.5 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

7.2.5.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

8.2.3 - Not Applicable 

Foregenix verified through interview with the Security Manager 
and through review of (DOC-1), it was verified that OMNI does 
not have any access to customers’ premises. 

8.2.7 - Not Applicable   

The local credentials and all credentials on the Active 
Directory systems were reviewed and confirmed that there 
were no third-party accounts listed. While interviewing the 



 

 

PCI DSS v4.0.1 Attestation of Compliance for Report on Compliance AOC for Report on Compliance - Service 

Providers August 2024 

© 2006 - 20224 PCI Security Standards Council, LLC. All rights reserved. Page 13 

security personnel, it was identified that there are no third 
parties with access to the CDE. 

8.3.6 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

8.3.10 - Not Applicable   

Foregenix reviewed the user accounts in the Active Directory 
Domain Controller and reviewed all local users of Windows 
and Linux server samples to confirm OMNI does not support 
any non-consumer customer user IDs as part of the in-scope 
environment. 

8.5.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

8.6.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

8.6.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

8.6.3 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI Pay is actively working towards achieving 
compliance by this deadline. 

9.4.1.2 - Not Applicable  

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data. 

9.4.2 - Not Applicable  

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data. 

9.4.3 - Not Applicable  

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data. 

9.4.4 - Not Applicable 

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data.9.4.5 - Not 
Applicable 

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data.9.4.5.1 - Not 
Applicable 

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data.9.4.6 - Not 
Applicable 

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
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hard-copy materials containing cardholder data.9.4.7 - Not 
Applicable 

Foregenix reviewed (DOC-1), reviewed the network diagrams 
and the asset inventory and confirmed OMNI does not have 
hard-copy materials containing cardholder data.9.5.1 - Not 
Applicable 

Foregenix verified through review of network diagrams and 
asset inventory reviews along with interviewing INT-1 that POI 
devices in the CDE. 

9.5.1.1 - Not Applicable 

Foregenix verified through review of network diagrams and 
asset inventory reviews along with interviewing INT-1 that POI 
devices in the CDE. 

9.5.1.2 - Not Applicable 

Foregenix verified through review of network diagrams and 
asset inventory reviews along with interviewing INT-1 that POI 
devices in the CDE. 

9.5.1.2.1 - Not Applicable 

Foregenix verified through review of network diagrams and 
asset inventory reviews along with interviewing INT-1 that POI 
devices in the CDE. 

9.5.1.3 - Not Applicable 

Foregenix verified through review of network diagrams and 
asset inventory reviews along with interviewing INT-1 that POI 
devices in the CDE. 

10.4.1.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

10.4.2.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

10.7.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

11.3.1.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

11.3.1.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

11.3.1.3 - Not Applicable   

While interviewing security personnel, it was identified that the 
internal and external scans are run frequently and scheduled 
with the reports being reviewed. The scans are unattended 
and therefore, based on the change management process, do 
not require a change to be logged for vulnerability scans. 
Change controls are logged for all changes and remediation 
required based on the review of the vulnerability scan reports. 
There were no significant changes to CDE identified within the 
last 12 months. 
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11.3.2.1 - Not Applicable   

While interviewing security personnel, it was identified that the 
internal and external scans are run frequently and scheduled 
with the reports being reviewed. The scans are unattended 
and therefore, based on the change management process, do 
not require a change to be logged for vulnerability scans. 
Change controls are logged for all changes and remediation 
required based on the review of the vulnerability scan reports. 
There were no significant changes to CDE identified within the 
last 12 months. 

11.4.4 - Not Applicable 

Foregenix reviewed the penetration testing reports and there 
were no findings that needed correction and would require a 
re-test to be conducted. 

11.4.7 - Not Applicable 

OMNI is not a multi-tenant service provider. 

11.5.1.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

11.6.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.3.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.3.2 - Not Applicable 

Foregenix validated all the requirements of this report and 
found no requirements using customized approach to achieve 
compliance. 

12.3.3 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.3.4 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.5.2.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.5.3 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.6.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.6.3.1 - Not Applicable 
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This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.6.3.2 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.10.4.1 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

12.10.7 - Not Applicable 

This requirement is considered a best practice until March 31, 
2025. OMNI is actively working towards achieving compliance 
by this deadline. 

A1.1.1 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A1.1.2 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A1.1.3 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A1.1.4 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A1.2.1 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A1.2.2 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A1.2.3 - Not Applicable  

OMNI is not a multi-tenant service provider. 

A2.1.1 - Not Applicable  

OMNI does not use POI devices or SSL and/or early TLS. 

A2.1.2 - Not Applicable  

OMNI does not use POI devices or SSL and/or early TLS. 

A2.1.3 - Not Applicable  

OMNI does not use POI devices or SSL and/or early TLS.             

For any Not Tested responses, identify which 
sub-requirements were not tested and the 
reason. 

Not Applicable 
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If selected, describe all role(s) performed: Not Applicable 
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